’ARCHER WHITE PAPER

ESG and Integrated Risk Management

How ESG efforts and Integrated Risk Management
are converging to manage uncertainty
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It is a RISKY World

Uncertainty. It is one of the few truly reliable forces in the world. The only certain
thing we can say about the future is... it is uncertain. If you look across the types

of issues churning before organizations today, there are a startling combination of
factors. On the heels of massive disruption from the pandemic, organizations face

a myriad of shifting risks that continually overlap and foster uncertainty. No longer
canrisk be siloed into one category such as financial, digital, or environmental.

They all overlap. Environmental risks collide with financial capital risk as investors
inspect the long-term viability of companies with regards to climate change. As
companies continue to expand their digital footprint, issues such as privacy and social
responsibility are entangled with the already significant challenge of digital crime
and cyberattacks. In fact, as with all complex issues, a trendy new acronym has been
coined: VUCA - volatility, uncertainty, complexity and ambiguity. Economic shifts,
societal upheaval, strained systems, geopolitical strife... the laundry list as evidenced
by the table below from the World Economic Forum Global Risks Report 2021 is
certainly broad as uncertainty casts a deep shadow.

Global Risks Horizon ch i

RUM
When do respondents forecast that the following issues will pose a critical risk to the world?

3rd 4th

1st 2nd 5th
0-2years Infectious diseases Livelihood crises Extreme weather Cybersecurity Digital
Short-term risks measures inequality

P Asset bubble burst IT infrastructure Price instability Commodity
o -oyears

! . breakdown shocks
Medium-term risks

Biodiversity loss Adverse tech
advances

5-10vyears
Long-term risks

Natural resource
crises

Il Economic M Environmental Geopolitical Il Societal Il Technological

Source: World Economic Forum Global Risks Report 2021

But beneath this shadow there is a substantial glimmer of hope. Organizations over
the last two years have learned much about resiliency — what it takes to survive,

or even thrive, in times of disruption and uncertainty. For example, organizations
revolutionized themselves by leaning hard on technology - spinning up virtual
solutions ranging from healthcare services to social gatherings. So, while it is a risky
world, the future is ripe with potential for those ready to navigate it.

The Emergence of ESG

Clearly, one of the major risks organizations face today is related to the environment.
This is not something that has snuck up on us. In 2019, the World Economic Forum’s
Risk Report listed weather events, climate change and natural disasters as the top
risks by likelihood and impact. That has not changed. However, several other risks
have surfaced based on the extraordinary events of these last two years.

https://www.weforum.org/global-risks
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According to the World
Economic Forum Risk
Report 2021, the horizon
of risk is a complex array.

This quote sums it up:

‘This is a time

of unparalleled
disruption and
complexity. Risks—
such as climate
change, inequality,
and geopolitical
tensions—transcend
borders and

sectors. However,
the collective

will to address
these challenges
is threatened by
the sheer scale of
the task’

- WEF
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https://hbr.org/2014/01/what-vuca-really-means-for-you

Social factors have become front and center in many discussions. Economic
disparities, the effects of the pandemic and a host of other events have led to an
awakening - highlighting the responsibility of companies to understand and respond
to social shifts. Behind this responsibility lies the capability within organizations to
govern the business with methods that create agility to alter course due to market
shifts but also discipline to address environmental and social concerns. These
concepts are also not new. Corporate social responsibility (CSR) has been on the
table for several years. But this new world has shined a spotlight on these issues. And
so, emerges - ESG - environmental, social governance. A twist on this development
is the level of inspection organizations face when it comes to tackling these issues.
No longer is it just a regulatory issue. The issues hit the bottom line with customers,
investors and even an organization’s own employees watching closely.

Being investor and climate driven, ESG is fundamentally a forward-looking Integrated
Risk Management (IRM) approach to discern which companies are likely to thrive and
which are likely to decline in a world growing in environmental and social uncertainty.
ESG is more concentrated on the ability to sense and anticipate what is needed to
prosper without doing harm to people and planet than it is about backwards looking
control frameworks.

The good news is that efforts have been underway for years to identify what needs to
be done in terms of measuring ESG risk. The Task Force on Climate-related Financial
Disclosures (TCED) is universally accepted as the principal international authoritative
source on climate related financial disclosures. TCFD provides a framework which
contains recommendations which are structured around four thematic areas:
Governance, Strategy, Risk Management and Metrics and Targets. Another standard
- the Global Reporting Initiative - also provides a comprehensive guidance on

how to determine Material Topics and does so with reference to ISO 31000 (Risk
Management) 2018 inits recent 2021 revision.

In practical terms the investor-led ESG mandate is to Track and Trace performance
pathways through risks and opportunities in our 21st century “VUCA” world. Tracking
starts with the identification of What Matters Most, and where, to the achievement
of business objectives. Until recently, shareholder primacy drove What Matters

Most at organizational strategy setting levels. Profits through the narrow lens of
financial capital alone has driven pretty much all board-level decision making. The
idea that this is the wrong approach began to emerge when studies revealed that
corporate lifespans are getting shorter and that S&P 500 valuations are increasingly
underpinned not by tangible assets but by intangibles.

Other forms of value like Intellectual Property and reputation now matter. Now
international best practice speaks not just of financial capital but five other capitals

as well: Human, Natural, Manufactured, Social and Relationship (i.e., Reputation)
and Intellectual.

*Note the International Integrated Reporting Framework which developed the six capitals concept merged with SASB to
create the Value Reporting Foundation led by co-chairs emeritus Michael Bloomberg and Prof. Mervyn King
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‘Environmental, social,

and governance (ESG)

risk management is a
by-product of the ESG
movement initiated
by the financial
community to assess
potential investments
or companiesin a
portfolio on the basis of
environmental, social,
and governance metrics
... The past several
years has experienced
a tectonic shiftin
market prioritization
of ESG risks.
Consumers, investors,
and enterprises

are rendering
environmental and
social criteriaa
foundational decision
factor. This elevation
of ESG awareness is
partially driven by,
and partially driving,
investor stipulations
and legislative
initiatives that will
cause companies to
proactively monitor
and manage their

ESG activities’

- IDC MARKET PERSPECTIVE
Emerging ESG Risk
management Solutions,
Amy Cravens October 2021
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https://www.fsb-tcfd.org/recommendations/
https://www.fsb-tcfd.org/recommendations/
https://hbr.org/2014/01/what-vuca-really-means-for-you
https://www.innosight.com/insight/creative-destruction/
https://markets.businessinsider.com/news/stocks/the-soaring-value-of-intangible-assets-in-the-sp-500-1029798803
https://www.integratedreporting.org/what-the-tool-for-better-reporting/get-to-grips-with-the-six-capitals/
https://www.integratedreporting.org/what-the-tool-for-better-reporting/get-to-grips-with-the-six-capitals/
file:///C:/Users/duffyp2/Documents/Market/Cdp.net/en/companies/companies-scores
https://www.valuereportingfoundation.org/news/chair-emeritus-mervyn-e-king-shares-support-for-the-value-reporting-foundation/
https://youtu.be/eWgW4U4s3FI

The Challenge

Clearly, ESG is complex. And reporting across the various ESG standards which define
and specify metric requirements is set to become more complex as they are woven
into regulations and statutes such that coherent corporate reporting can eventually
be encapsulated in one report, the main report, not just in terms of financial capital as
is currently the case, but all capitals.

Understanding what's material to all stakeholders, not just shareholders, such that
investors can confidently invest, and consumers confidently consume requires one
view of What Matters Most in a new world of stakeholder capitalism where things are
looked at in the round, and not just through the narrow skew of the few.

= Customers are looking for innovative, agile companies that provide products and
services that meet their needs but are also responsive to changing demands and
social constructs.

= [nvestors are looking for evidence-based reporting on how risk factors are
expected to affect financial performance. At the heart of this inquiry is the
sustainability and viability of the organization in the future. The answer to that
question can affect an organization’s ability to raise capital, meet shareholder
expectations and drive continued growth.

= Organizations today have many business partners as part of their strategy.
These business partners expect a resilient ecosystem with minimal risks of
adverse events ranging from financial downturns to data breaches to negative
social reputations.

= Regulators have been a constant part of the landscape. Today, regulators are
expecting organizations to be responsible and prudent in all facets of business
from financial reporting to the impact on the environment.

= And finally, the new factor organizations must consider today is their own
employees. Employees are holding their organizations to higher standards
beyond just financial oversight. They want to work for organizations that are
relevant and understand environmental and social concerns.

These factors point to a major imperative. Organizations have dealt with uncertainty
before - but a new tide has risen and with it a growing urgency to not only deal with
risks — but clearly demonstrate actions that appeal to all these constituents and
exhibit a strong, viable, productive future.
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A Blueprint for the Future

In September 2021, ISO published ISO 37000 (Governance of Organizations).
Developed by international experts over a four-year period, the guidance draws on

all the principal international corporate governance codes and standards. Input was
received from multiple international professional bodies including the International
Federation of Accountants (IFAC), The International Corporate Governance Network
(ICGN), The World Business Counsel for Sustainable Development (WBCSD) and
many others. The thematic running throughout the guidance is that of sustainability
over the longer term.

Providing linkages between organizational purpose, value generation, strategy,
oversight, leadership, stakeholder engagement, accountability, risk governance,
data and decisions, social responsibility and performance, the guidance provides
a context for the TCFD four concepts of Governance, Strategy, Risk Management,
Metrics and Targets.

Ultimately all standards are aligned with just nuanced differences reflecting
different approaches across geographies.

Materiality Mapping

‘What Matters Most’ is common language for “‘What's Material’ to investors as they
make decisions as whether to invest or exit. For example, companies which are heavy
Greenhouse Gas (GHG) emitters adversely affecting the environment are unlikely

to attract investor interest if they don't have a credible ESG story explaining their
approach to long term viability. Through strategies which whilst reducing emissions
and contributing to world efforts to reduce global temperature, also have the effect of
making them attractive to employees, customers, regulators, partners, and suppliers.

Materiality Mapping starts with the identification of stakeholders and what matters
most to them. Management then assesses topics affecting stakeholders relative to
organizational imperatives, influenced by good governance principals, and the long-
term viability of the business model.

Tracking and Tracing

A practical and effective way to think of ESG is to think of it as all the non-financial
activities required to be undertaken in pursuit of a financial return. An example of
ESG topics for one industry sector is given in the table on the following page.
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effective way to think
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as all the non-financial
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https://committee.iso.org/ISO_37000_Governance
https://en.wikipedia.org/wiki/Greenhouse_gas

Ny,

ENVIRONMENTAL

= Biodiversity and habitat

= Climate change

= Land contamination

= Energy consumption

= Greenhouse gas emissions

= Indoor environmental quality
= Location and transportation
= Materials

= Pollution

= Resilience to catastrophe/
disaster

220

Community development
Health and safety
Human rights

Inclusion and diversity

Labour standards and working
conditions

Social enterprise partnering
Stakeholder relations

Occupier amenities - showers,
changing rooms

Controversial tenants

o2
<

GOVERNANCE

Anti-bribery and money
laundering

Cybersecurity

Data protection and privacy
Legal and regulatory fines
ESG clauses in existing leases
Social enterprise partnering
Stakeholder relations

Occupier amenities - showers,
changing rooms

Controversial tenants

= Renewable energy

= Sustainable procurement
= Waste management

= Water consumption

Source The UN Principles for Responsible Investing for Real Estate

Once companies have worked out What ESG Topics Matter Most, and where, to their
business and operating models and once they set targets across their E, S and G topics,
they set about gathering data about how they are performing. In this way, they Track where
they are on their various pathways by Tracing those multiple disparate sources of ESG
data that comprise their ESG universe -- for example, reducing GHG emissions, or improving
work practices across supply chains. Thereafter metrics are continuously monitored
relative to targets. Thereafter metrics are continuously monitored relative to targets.

ESG Reporting

Reporting across the various ESG frameworks and standards follows a common
pattern of telling the story of the application of internationally-proven and accepted
risk methods and practices to business. Furthermore, The rise in ESG investing
reflects ESG status as a virtual gateway to risk capital as good ESG data is equally
becoming a proxy for Good ESG Risk Governance.

The immediate need for producing a view into the organization that demonstrates
what actions are in place to meet the needs of the constituents - namely investors,
regulators, and customers - is a steppingstone. Gathering the data and reporting is a
considerable task given the breadth and depth of these standards but is a necessary
part of any organization’s strategy.

Operationalizing ESG

data, exposing it to

business operations
to drive action, is a
critical step to making

Going Beyond the Report

Producing areport doesn’t represent much value beyond a ‘window dressing’ on the
problem of managing uncertainty and demonstrating action. It is when the organization
investigates gaps and issues and takes action that the true benefits begin to form.
Operationalizing ESG data, exposing it to business operations to drive action, is a critical
step to making informed decisions. Fundamental to this step though is the establishment
of processes to drive accountability, improve visibility, collaborate on issues, and build
efficiencies in remediation efforts. In other words, an integrated risk management
approach to establish that common language and taxonomy to effectively prioritize action.

informed decisions.

P—
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https://www.forbes.com/sites/georgkell/2018/07/11/the-remarkable-rise-of-esg/?sh=6fd2ad691695
https://corpgov.law.harvard.edu/2021/07/28/managing-esg-data-and-rating-risk/
https://www.unpri.org/an-introduction-to-responsible-investment/an-introduction-to-responsible-investment-real-estate/5628.article

Staying on Top

One factor of ESG that can make it even more complex to manage is the fact that the
risk extends beyond the borders of the enterprise. The most obvious component of ESG
risk in this respect is the supply chain of the organization - both physical and digital.
Organizations must consider the full extent of their environmental footprint to include
their suppliers, distributors, and partners. In addition, as data is acommon element
shared within a business ecosystem, privacy concerns are a major social issue that

must be addressed. Therefore, third-party governance becomes an essential part of

an ESG strategy.

Additionally, no business ecosystem stops at those entities with direct relationships -
creating the ‘Nth party’ risk conundrum. As the web of interactions extends into more
and more parties, organizations must consider this as part of their overall ESG universe.
Furthermore, this also extends the geographic reach of the enterprise raising location
specific risks. In short, while an organization may have a handle on their internal ESG
processes, there is a host of external relationships and geographic factors that affect
the true exposure.

These factors, coupled with the constant change of the business operations, drives

the need for an ongoing influx of risk intelligence into the process. Organizations must Organizations must
continuously monitor their entire internal operations, along with their third parties, also rise above
Nth. parties, and geogrgphm footprint, throug‘h the lens of multiple domains such as the traditional
environmental, operational, cyber, and financial risk.

red/yellow/green
Quantifying Exposure measurement of risk
Organizations must also rise above the traditional red/yellow/green measurement and quantify risk.
of risk and quantify risk. This is where true value is unlocked. Analyzing different This is where true

scenarios through a common lens of quantification allows for an organization to value is unlocked.
see the costs vs. the benefits, run various scenarios to identify the best course of
action, and then plan out the route. This step arrives at the true definition of a ‘risk
informed decision.

Because ESG is a complex mesh of internal and external factors, aggregating

the exposure to risks with any level of precision can be difficult. However, with
quantification, risk functions can break down risks into the basic elements of the
equation - likelihood and impact - and gain accuracy merely by changing the scales.
For example, natural disasters do have some level of precision of frequency, albeit
those may be changing due to climate change. An organization’s history of loss events
can be used as a basis for determining impact. Transitioning from a low/medium/high
scale on either one of those parts of the risk equation to probability (O - 1) and impact
(in monetary terms) quickly calculates an actual quantity that can be aggregated
across different risk types.

The next step lies in lining up efforts to change, i.e., reduce, transfer, or eliminate the
risk, against the potential exposure. Running different scenarios can provide a series
of options that the business can then contemplate and discuss. In terms of ESG, these
scenarios are boundless - change a supplier, change an ingredient, redesign a factory,
eliminate a product, and so forth. Quantification enables an organization to clearly
balance the exposure and the potential paths to reduce risk.
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The Strategic Path

When plotting these deeper, higher value methods against the priorities of today,
thereis a clear distinction in the tactical vs. the strategic approach. Tactical efforts,
typically focused on building an annual ESG report, are relatively low value. Yes -

the effort addresses a most pressing need today. But the value wears off quickly.
There are efficiencies that need to be gained in defining and gathering metrics.
Organizations cannot sustain a manual, time consuming effort, and therefore look for
solutions to ease this process. However, any investment should be made with the long
term, strategic benefits represented by going beyond the report.

When organizations reach the point of managing gaps and issues, raising visibility

of ESG risks, and are measuring those risks in business terms, ESG efforts are
transformed into a high value contributor to improved performance beyond meeting
regulatory or investor requirements. The insights provided by this effort into the
operations of the business can alter an organization’s strategy to better prepare for
disruptions while enabling management to clearly articulate the actions taken by the
organization to address uncertainty.

The Archer Advantage

Archer’s well-known capabilities in helping organizations manage risk provides an
optimal combination with ESG efforts. Archer Integrated Risk Management enables
organizations to address multiple dimensions of risk management including operational
risk management, third party governance, regulatory and corporate compliance,
business resiliency, IT and security risk management and audit processes on one
configurable platform.

The Archer ESG solution provides enterprise-wide assessment, mapping, monitoring,
reporting, and quantification of the organization’s environmental, social, and
governance programs. Archer ESG delivers business leaders a complete and aggregated
view of the organization’s value chain’s ability to meet its social and sustainability goals.

= Archer enables an organization to translate what is important to the organization,
track gaps, risks and impacts related to the business and arrive at better
business decisions.

= Archer allows an organization to gather metrics from constituents across,
and beyond the enterprise. In addition, Archer has a wide array of integration
capabilities that can leverage data from operational systems within the
metrics collection.

= Archer adds predictive analytics to the processes allowing for a comprehensive
approach to risk identification, quantification, and scenario analysis.
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The Archer ESG
solution provides
enterprise-wide
assessment, mapping,
monitoring, reporting,
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of the organization’s

environmental,
social, and
governance programs.
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HOW ARCHER SUPPORTS ESG

= Metric generation, collection, monitoring and reporting. With a library of
ESG metrics & standards, organizations can automatically generate and
track the metrics that map to their corporate objectives.

= Centralized tracking, tracing, and managing of all ESG efforts
including objectives, stakeholders (internal & external), materiality
assessments and metrics.

= |dentify which ESG topics matter most and which have the largest impacts
with stakeholder materiality & identification assessments.

= Easily gather ESG metrics from stakeholders with Archer Engage for
Business Users.

= |dentify compliance/noncompliance by setting thresholds for ESG metrics.

= Centralize ESG data and leverage broader risk management capabilities in
the Archer IRM platform.

= Risk modeling and visualization capabilities to quantify ESG risk exposure
and analyze scenarios for planning.

BENEFITS
= Monitor and act on current and future ESG risks.
= Foster collaboration among ESG stakeholders throughout the organization.

= Capture and preserve ESG data for use in trading and
performance evaluation.

= Allows the organization to track metrics from standards down to
associated business operations.

= Develop a complete picture of your ESG data, without duplications or gaps.

= Brings together the challenge of different people, different languages,
and different ways of measuring ESG risk.

= Build scenarios and audit trails beyond simple reporting and PDF creation.
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and reporting. With
alibrary of ESG
metrics & standards,

organizations can

automatically generate
and track the metrics
that map to their
corporate objectives.
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Executives and Board members can use Archer ESG’s graphical, real-time reporting
and dashboards to view and evaluate compliance, environmental impact, and supply
chain risk with quantifiable data and metrics. This actionable data helps inform
better decision-making and achievement of corporate goals while mitigating risk and
ensuring the business takes steps to ensure its success.

The Archer ESG solution enables ESG data to be gathered in a centralized IRM
platform and integrates into the broader Archer IRM approach. By implementing the
Archer ESG solution within the broader Archer IRM program, business leaders and
executives have access to quantifiable risk data providing the insight and tools needed
to protect the business while adhering to their ESG policies.

Whether you begin your journey from an ESG or an Integrated Risk Management
direction, along the path you will encounter common waypoints:

= You will need to gather and consolidate data in an efficient manner. Archer allows
you to reach into your business operations with a purpose-built technology
platform to ease this process. Additionally, Archer’s integration capabilities allow
you to leverage existing operational systems as sources of data for both ESG and
risk and compliance purposes.

= You will need to establish clear processes to identify, assess and track gaps and
issues. Archer’s strength lies in its ability to leverage best practices and years of
experience with a collection of use cases designed just for that purpose.

= You will need to clearly depict risk in business terms. Archer allows you to use the
power of risk quantification to analyze risk and provide your business teams the
most impactful paths raising their awareness of risk and their options forward.

ESG and Integrated Risk Management are converging topics that are high visibility,
business imperatives that affect your organization’s future. As your organization
tackles the emergence of ESG and its convergence with risk management, Archer’s
experience in helping organizations solve complex problems with an innovative
technology solution can pave the way for your long term, strategic journey towards
managing uncertainty.

About Archer

Archer, an RSA

business, is a leader in
providing integrated

risk management (IRM)
solutions that enable
customers to improve
strategic decision making
and operational resiliency.
As true pioneers in GRC
software, Archer remains
solely dedicated to helping
customers understand risk
holistically by engaging
stakeholders, leveraging

a modern platform that
spans key domains of risk
and supports analysis
driven by both business
and IT impacts. The Archer
customer base represents
one of the largest

pure risk management
communities globally, with
over 1,800 deployments
including more than 50%
of the Fortune 500. Visit
www.ArcherlRM.com.
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