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Know About GDPR



So, in case you missed it the General Data Protection Regulation 
(GDPR) will come into play in May 2018. This is the biggest shake up 
of data protection laws in decades and will affect every organisation 
in Europe. With it we see a multitude of obligations that require 
companies to securely and effectively protect the personal data of 
EU citizens and residents.

But what does that mean? 

Well, companies failing to protect personal data will face much tougher penalties of up to €20 
million, or 4% of the previous year’s gross annual turnover (whichever is the greater). To put that into 
perspective a recent breach at Tesco Bank could potentially have earned them a fine of £1.9 Billion 
under GDPR.

 ź DAMAGE TO BRAND – Yahoo revealed a massive breach during buyout negotiations 

with Verizon and it knocked $350 million from the asking price

 ź DAMAGE TO REPUTATION – Equifax breach exposed 143 million customers 

worldwide to identity theft threatening to tarnish the company’s reputation

 ź CLASS ACTION LAW SUITS – These will be permissible under GDPR, so expect 

litigious lawyers to become involved

Failure to comply will open us up to not only the tougher penalties, but also:



69% OF BOARD-LEVEL EXECUTIVES ARE NEGLECTING 
TO ENSURE THE UK BUSINESSES THEY RUN WILL 
COMPLY WITH GDPR

In a recent survey, we saw that 69%* of board-level executives are neglecting 
to ensure the UK businesses they run will comply with GDPR. This is worrying 
as there is not a huge amount of time left to get the ball rolling and GDPR 
expertise is in short supply.

But Brexit will save us, right?

Well no, some people believe that Brexit will negate the need for compliance, 
but it cannot happen before the GDPR comes into enforcement. Also, post 
Brexit we will have the UK Data Protection Bill which will likely mirror GDPR and 
will potentially be even more stringent, so we cannot be complacent.

*Calligo survey of 500 IT decision-makers in companies with  
more than 100 employees and £15 million turnover.



Fines of up to 4% of annual global turnover  
or €20 million whichever is greater.

GENETIC MENTAL CULTURAL ECONOMIC SOCIAL IDENTITY

Non-EU companies that process personal data of  
individuals in the EU will also have to comply.

The definition of personal data is now broader and includes identifiers such as

Consent for processing personal data must be obtained 
in a clear manner with a proactive and affirmative response.

Individuals will have the right to erasure (or right to be forgotten) 
from all of an organisation’s records. Users may request a copy of 
personal data in an easily readable electronic format.

Parental consent will be required for the processing of personal  
data of children under age 16 (13 in the UK).

Data breaches must be reported within 72 hours  
of becoming aware of the breach.

Data controllers and processors have a responsibility to  
comply with GDPR and secure users data effectively.

WHAT THE NEW EU GDPR MEANS AT A GLANCE



So what about these penalties?

Why do we  
need GDPR?

 ź Most of  businesses are holding way too much personal data,  
which presents a risk if there is a breach

 ź Technology has advanced and the way we process and share data has changed

 ź It will give customers confidence in the way we treat their personal data

If your business isn’t prepared, you’re 
leaving yourself open to enforcement 
action that can damage both your public 
reputation and bank balance

The information commissioner, Elizabeth Denham has stated that:

The penalties can be up to €20m, or 4% of the 
previous year’s gross global turnover, the good 
news is that these will be very unlikely if we can 
show that we are striving to become compliant.

Also, the Information Commissioner’s Office (ICO) have stated that they would only use monetary penalties as a last resort.



IS THERE AN UPSIDE?

The information commissioner goes on to say 
“There’s a carrot here as well as a stick, and as 
regulators we actually prefer the carrot. Get data 
protection right, leverage it to your advantage, and 
the business benefits could pay dividends.”

What does she mean by being compliant paying 
dividends? Well, there are several areas where 
business can benefit such as:

Customer Confidence

The last ICO survey found 75% of adults in the UK don’t trust businesses with 
their personal information, that feeling of lost control impacts consumer trust 
in the businesses that use their data. Becoming compliant and communicating 
this to your customers will promote trust and customer loyalty.

Efficiency

The new regulation requires that you delete any personal data that is no longer 
legally allowed to be used such as previous customers who are no longer with 
you. It also requires that data that you do have the right to use is accurate 
and up to date. This results in clean data and allows the organisation to be 
efficient and targeted in what it does, it helps streamline processes and can 
give organisations a competitive advantage.

Reduced Costs

By reducing the amount of excess data you are storing means you are reducing 
the amount of storage required and the associated costs. Also, the entire process 
rationalises and streamlines how data is accessed, stored and processed which 
means time is saved by employees who can now access accurate, relevant data 
sets in a single place. Equally, marketing campaigns become more targeted, 
more productive and successful due to the quality of the data you will have.



How can we  
get started?
Our advice is to start with the High Value/Low Cost quick 
wins when dealing with GDPR compliance. This means 
that we can move a considerable way along the route 
to GDPR compliance whilst assessing the additional 
resources and budget we need to allocate to the project 
going forward.

Be Aware
Decision makers and key people in the organisation should be aware that the law 
is changing to GDPR. They need to appreciate the impact this is likely to have and 
identify areas that could cause compliance problems under the GDPR.

Train
Now that you have made everyone aware of what the GDPR is and the potential 
impact it can have on the organisation, you should put formal training in place for 
all staff.

Know Your Data
Document what personal data you hold, where it came from and who you share it 
with. You should also know the lawful reason for processing that data and if there 
isn’t one, delete it.

Be Ready
You don’t know what you don’t know as the saying goes, so you should perform 
a readiness assessment, or gap analysis of your current posture towards GDPR 
compliance. This will highlight areas of priority that need focus and will give the 
basis for a compliance plan to move forward with.
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Make a Plan and Act
One thing that the ICO want to see is measurable risk reduction. If they can see 
that your organisation has done a readiness assessment, you have produced a 
plan with priorities and are then executing against that plan, then you will be in 
decent shape.
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There is a lot to do between now and May the 25th 2018 
when GDPR begins to be enforced. This short paper gives 
some tips and guidance to start the process towards 
compliance and will give you a good starting point to work 
from. However, it is strongly suggested that someone 
within the organisation takes on the responsibility for 
ensuring compliance by May 2018. We are here to help, so 
please do get in touch with any queries you may have.

Sweat Your Assets
There is a lot of hype from organisations saying that their solution is the magic 
panacea that will cure all GDPR ills, but no one technology can do that as attaining 
GDPR compliance is a mixture of People, Process and Technology.

Protect
You may have to appoint someone to take responsibility for data protection 
compliance. You should consider whether you are required to formally designate 
a Data Protection Officer (DPO).

Document
A requirement of GDPR is that you document the actions you have taken towards 
compliance, so that in the event of a breach you have supporting evidence to 
assist the ICO and to help mitigate against any potential penalties.
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